
Privacy Notice: Anita Harris
For tenants, tenancy applicants, former tenants and present, future and past tenancy guarantors 


This notice explains what information I as your landlord or prospective landlord collect, when I collect it and how I use it. In carrying out my role as your landlord, potential landlord or former landlord, I will process personal data (which may be held on paper, electronically, or otherwise) about you and I recognise the need to only use your information specifically for this purpose, which includes complying with my landlord’s legal obligations, and to protect my interests.  The purpose of this notice is to make you aware of how I will handle your information.  
Who am I?
I Anita Harris take the issue of security and data protection very seriously and strictly adhere to guidelines published in the General Data Protection Regulation (EU) 2016/679 (hereafter referred to as GDPR) which is applicable from the 25th May 2018, together with any domestic laws subsequently enacted. 
I have notified as a Data Controller with the Office of the Information Commissioner under registration number ZA401579    and I am the data controller of any personal data that you provide to me.
I also act as Data Protection Officer.
Any questions relating to this notice and my privacy practices should be sent to myself at:-
buxtonbedsits@gmail.com     or    7, Romney Grange, Waterhead, Ambleside LA22 0HD

How I collect information from you and what information I collect
I collect information about you:
· From your initial application for accommodation
· From the information you supply via email, forms or documents (including but not limited to tenant reference checks, creating tenancy agreements, guarantor agreements, notices).
I collect the following information about you: 
· Tenant name, email address, telephone number Date of Birth, address (including any previous addresses), marital status, National Insurance Number or other ID, Passport (if applicable) nationality, next of kin, name of university or college where you are studying (if applicable), the name of friends that you are staying with (if applicable); 
· Guarantor name, email address, telephone number, Date of Birth, address (including any previous addresses), marital status, National Insurance Number, nationality, next of kin (if applicable); 
· Property address; term, rent, deposit, utility and service responsibilities; 
· The employment status of tenants and/or guarantors, address, contact details (including email, phone and fax numbers) of the employer/accountant, payroll numbers, length of employment, salary information (including any regular overtime or commission), and any other income received; 
· Bank account details of the tenant, including account number and sort code, and any hire purchase/loan agreements/credit cards or store cards that you have; and
· Any welfare benefits that you may be eligible for, or are currently on. 
Why I need this information about you and how it will be used 
I need your information and will use your information as follows:
· to undertake and perform my obligations and duties to you in accordance with the terms of my contract with you;
· to enable me to supply you with the services and information which you have requested;
· to help you to manage your tenancy;
· to carry out due diligence on any prospective tenant, including whether there are any money judgements against them, or any history of bankruptcy or insolvency; 
· to contact you, to send you details of any changes which may affect you; and
· for all other purposes consistent with the proper performance of my operations and business.
Sharing of Your Information.
The information you provide to me will be treated by me as confidential and will only be processed by a third party that is either fully GDPR compliant, or has equivalent EU approved security measures in place.  I may disclose your information to other third parties who act for me for the purposes set out in this notice or for purposes approved by you, including the following:
· If we apply for a new mortgage agreement, your information may be disclosed to our new mortgage provider and/or our mortgage broker;
· To carry out due diligence on you as a prospective tenant/guarantor, including but not limited to the carrying out of affordability checks, due diligence checks and the obtaining of references from relevant parties, whose data you have provided;
· With your consent, your information shall be disclosed to determine if there are any money judgements against you, as a prospective tenant/guarantor, or to determine if you have a history of bankruptcy or insolvency; 
· If you fail to make payments under the terms of your tenancy, your information may be disclosed to any relevant party assisting in the recovery of this debt or the tracing of you as a tenant or former tenant and
· In the creation, renewal or termination of the tenancy, your information will be disclosed to the relevant local authority, tenancy deposit scheme administrator, service or utility provider, freeholder, GDPR compliant letting agent or any other relevant person or organisation.
· It should be noted that on occasion it may be necessary to engage tradesmen for maintenance and repairs who may not be fully GDPR compliant; however, I will not share your data with them without your express consent except in a genuine emergency. 
· With your consent, your phone numbers may be shared with my managing agents when necessary to arrange viewings or assist tenants in any way. They may not be fully GDPR compliant.
Unless required to do so by UK or EEA law, I will not otherwise share, sell or distribute any of the information you provide to me without your consent.
Transfers outside the UK and Europe
I collect and store your data using software provided by Google (Gmail and icloud  ), my phone provider, EE (text messages and phone numbers), Apple (iMessages and backups of texts and contacts).   I also sometimes use WhatsApp to exchange messages with tenants and applicants who already have WhatsApp accounts and prefer to communicate that way.
As of 25th May 2018, most of these companies DO store EEA customers data on servers based outside the EEA and Switzerland  and other GDPR compliant countries, however, they have nevertheless taken steps to safeguard that data to standards approved by EU, such as the EU – US Privacy Shield.  I have listed below what each company does to ensure data security compliance:
· Google may store data within the US as well as within the EEA but has signed up to the EU – US Privacy Shield.  At the time of writing, the Privacy Shield is accepted by the EU under Privacy Directive 1995/46/EC, but the EU may be reviewing this in the future.  Google’s privacy policy can be read here https://policies.google.com/privacy/update?utm_source=pp-email&utm_medium=email&utm_campaign=EU&pli=1
· I use Apple for all my current devices, iphone, ipad and laptop and for iMessages (texts exchanged between iOS users). Apple DOES store data on servers outside the EEA. However, Apple’s privacy policy, updated for GDPR, states the company uses end to end encryption for iMessages on its servers, and for sales profiling scrambles samples from large groups of random users which they encrypt under their own “Differential Privacy” process.  They are not Privacy Shield participants.  Apple’s privacy policy can be read here https://www.apple.com/uk/privacy/ 
· EE’s privacy policy states the company is GDPR compliant but may sometimes send data outside the EEA – when it does this, its privacy policy states, “We will always ensure that there is a proper legal agreement that covers the data transfer. In addition, if the country is not considered to have laws that are equivalent to EU data protection standards then we will ask the third party to enter into a legal agreement that reflects those standards.”  See https://www.ee.co.uk/privacy   under “International Data Transfers”.
WhatsApp may store data within the US as well as within the EEA but has signed up to the EU – US Privacy Shield.  At the time of writing, the Privacy Shield is accepted by the EU under Privacy Directive 1995/46/EC, but the EU may be reviewing this in the future.  WhatsApp’s GDPR compliance statement, with links to its general privacy policy can be found here https://blog.whatsapp.com/10000639/Updating-Our-Terms-of-Service-and-Privacy-Policy-for-Users-in-the-European-Union  It should be noted that WhatsApp was recently acquired by Facebook and the company states it intends to share data with other Facebook companies in the future.
My Deposits store your information for 7 years after the end of the tenancy as is legally required. Their privacy policy can be found here www.mydeposits.co.uk/privacy
· In the case of tenancy applicants who have lived overseas within the previous three years, it may be necessary to obtain references in any country you have previously lived in, either within or outside the EEA.

EU-US Privacy Shield participants can be found here https://www.privacyshield.gov/list
Security
When you give me information I take steps to make sure that your personal information is kept secure and safe.  The paper records I keep with tenant’s data are signed copies of the tenancy agreements and the Tenancy Application form.  These are always kept in a file in my home.  Should I ever need to refer to any tenancy agreement, I use digital copies.
I store digital copies of the Tenancy agreement and  Deposit protection plus contact details on my laptop which is password and malware protected.  The software and cloud services I use to collect and store tenants and applicant’s data is listed above under Transfers outside the EU and Europe.  All these are secure services that are protected with strong passwords.  I use password management software to generate and store passwords, user names and other security data.  I ensure no web browser “remembers” any passwords. My iPhone and iPad are protected by a strong 6 digit PIN that is timed to be entered immediately after the phone becomes idle, meaning it would be almost impossible for anyone finding my phone to access data.
How long we will keep your information
I review my data retention periods regularly and will only hold your personal data for as 
long as is necessary for the relevant activity, or as required by law (I may be legally 
required to hold some types of information).  In all cases, this will be for no longer than seven years after the end of a Tenancy.
Your Rights
You have the right at any time to:
· ask for a copy of the information about you held by me in my records;
· require me to correct any inaccuracies in your information; 
If you would like to exercise any of your rights above please contact me at:-

  buxtonbedsits@gmail.com
Should you wish to complain about the use of your information, I would ask that you contact me to resolve this matter in the first instance. You also have the right to complain to the Information Commissioner’s Office in relation to my use of your information.  The Information Commissioner’s contact details are noted below:
England:
Information Commissioner's Office
Wycliffe House, Water Lane
Wilmslow, Cheshire, SK9 5AF
Telephone: 0303 123 1113
Email: casework@ico.org.uk 
Scotland:
The Information Commissioner’s Office – Scotland
45 Melville Street, Edinburgh, EH3 7HL
Telephone: 0131 244 9001
Email: Scotland@ico.org.uk
Wales:
Information Commissioner's Office
2nd floor, Churchill House
Churchill way, Cardiff, CF10 2HH
Telephone: 029 2067 8400
Email: wales@ico.org.uk
Northern Ireland:
Information Commissioner's Office
3rd Floor, 14 Cromac Place
Belfast, BT7 2JB
Telephone: 028 9027 8757
Email: ni@ico.org.uk 

The accuracy of your information is important to me - please help me keep my records updated by informing me of any changes to your email address and other contact details.

